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ABSTRACT

The main objective of the network security is to prevent DDoS (Distributed Denial of Service)
attacks in inter-connected systems. Generally, DDoS attacks are attempted by hackers and
explicitly block an authorized user from accessing their account and deny them the services they
are entitled to. Hackers seek recourse to hacking using malware (i.e., Botnets) for increased
access to and control of a large number of computers. Once the malicious system commences its
nefarious activities, the attacks are carried out using a well-coordinated operation. After that, an
expensive attack is done on more than one targeted machine. The main goal of intrusion detection
system and research community working to prevent such attacks is designing a perfect security
technique against the discovered and undiscovered DDoS attacks. However, the design of such a
technique needs an awareness of the security problem and also the designed technique’s method
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or intrusion detection system.

used to detect, prevent and respond to different types of DDoS attacks. In this paper, a new
Integrated Intrusion Detection System is proposed, namely, the Outlier Detection Approach based
Intrusion Detection System-Honey Pot System (ODAIDS-HPS) to detect, prevent, and respond to
various kinds of DDoS attacks. The proposed work is done in three phases, such as DDoS
Detection, Prevention and responding to DDoS attackers. The first two phases are resolved by
Intrusion Detection System from utilizing the Outlier Detection Approach to detect the malicious
information received from unauthorized users. In the third phase, a new honeypot system is
proposed to respond to unauthorized users with false information. The proposed system that is
deployed on a trial basis is shown to prevent DDoS attacks far more effectively than any other tools

Keywords: Network security; DDoS attacks; intrusion detection system; outlier detection approach;

honeypot system.
1. INTRODUCTION

The world of computers and their communication
have been redefined by the internet. Today the
internet is indispensable for anything and
everything in our globe. In everyday life [1], it
changes the way of communication, modes of
conducting business, interacting with businesses
and carrying out day to day operations. Internet
services have been extended to all the traditional
services such as banking, power, medicine,
education and defense. Fig.1 shows the number
of hosts interconnected via Internet and these
connections ought to increase at an exponential
pace to cope with traffic [2]. The interconnection
exponential rate depends upon the
organizations, governments and citizens’ internet
use [3].

The presence of secure network is necessary to
maintain the safety and security of various sites
operating through the internet. Nowadays,
network attack prevention is the most talked
about topic in the global internet market.
Moreover, one of the main threats created
against the computer network is the attack that
refuses services to legitimate clients and users.
The denial of service (DDoS) attack was
launched by a huge set of machines (zombies)
that attack a set of servers or a single server [4].
Different mechanisms are deployed by various
kinds of attacks and it is very hard to detect a
single border firewall or IDS since each device is
equipped to tackle only a certain local boundary
or area. The internet server needs to be
protected while the existing network is too limited
to have a complete picture of attacks taking
place at various sites on the globe.

The Internet providers and users want to be
aware of the wide range of DDoS attacks
classification which is presented in [5,6].
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Generally, these attacks can take two forms. The
first form is exploit software, where malformed
packets are sent to detect vulnerabilities of the
target and crash it. Vulnerable hosts are usually
those that are either running no antivirus
software or out-of-date antivirus software or
those that have not been properly patched. The
second form of DDoS attacks attempt to exhaust
the victim’'s resources. The attacks include
network bandwidth, disk space, CPU time, data
structures, network connections, etc. and are
consumed by various resources. It is to protect
the first form of attack exposed by some target
and the second form attack is not easily
prevented. The target of attack could be anything
or anyone because Internet connects the globe

(3].

However, these types of loopholes in systems
must be plugged from malicious entities. Thus, a
new integrated intrusion detection system is
proposed in this paper called Outlier Detection
Approach based Intrusion Detection System-
Honey Pot System. It is used to detect, prevent,
and respond to the various DDoS attacks. This
frame work includes three phases: DDoS
Detection, Prevention and responding to DDoS
attackers. The first two phases’ issues are
resolved by Intrusion Detection System using
Outlier Detection Approach to detect the
malicious information which is received from
unauthorized users. The sending network
information is matched with well-trained datasets.
If the error increased between the received
network information and trained datasets, then
the information may be deemed to harbor
malicious information. In the third phase, a honey
pot system is used to respond to the
unauthorized users with false information. Also, it
is used to store the information about zombies
i.e., the attacker agents.
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Number of connections

Fig. 1. Internet domain survey host count

2. RELATED WORK

DDoS attack defense relates to different kinds of
results reported in various research work. It can
be classified as congestion-based, anomaly-
based, source-based methods, and others based
on DDoS attack method [7,8]. Any of these
existing methods may be chosen or a
combination of them to launch unauthorized
attacks [9-12]. Our proposed system is also part
of the DDoS attack detection based method.
DDoS attacks have been done by a number of
researchers; Some of the related research has
been highlighted and given below [13,14],
Classifying the traffic pattern to identify normal
and diverse attacks is proposed by a combined
data mining approach. The combined data
mining approach selects an important attribute
based on decision tree technique and the neural
network is utilized to analyze the particular
attribute. In [13,15], the proposed D-WARD
method was called by a source-based DDoS
attack detection system which is based on
asymmetric packet rate as well as the system
installed network edge router which monitors the
incoming process and outgoing packets limited
traffic as specified.

Attack Detection uses one of popular methods
called as fuzzy logic which can deal with normal
traffic. The different levels of attacks produce a
limited number of vague and imprecise values. In
[16,17], Wang et al proposed a fuzzy logic
approach, used to analyze Hurst parameter and
also DDoS attack time duration. The attack traffic
is compared to background traffic method and
produces different levels of damage. The attacks
reflect on the traffic patterns which fail to produce

an accurate result. Therefore, it does not
consider the intensity of the traffic pattern.

Lee [13] has proposed DDoS traffic with Time To
Live (TTL) information at the routers identified
using improved marking technique by applying
SVM. This technique is efficient for controlling
malicious traffic and managing the DDoS attack
packets. In SVM technique, the entire network
can filter malicious traffic using the SVM
congestion signature for improving the bandwidth
range. For this reason, tracing the origin of DDoS
attacks with a small number of marking packets
is also possible for restricting the path. The main
disadvantage of SVM based filtering module is
the performance of the DDoS related
identification method to support the additional
memory requirement of a router.

Kim et al. [18] proposed cooperative
reinforcement learning and distributed
cooperation detection technique to source IP
address monitoring the progress of the work and
by using a novel DDoS detection method based
on hidden Markov models (HMMs). In the
detection of DDoS attacks, the detectors are
distributed at intermediate network nodes or at
frequencies of the new IP addresses so as to
establish the normal traffic profile using near
sources of DDoS attacks and HMMs. A
distributed multiple detector based on the
cooperative reinforcement learning algorithm is
stored for exchanging information and
computation; It is most effective to improve the
accuracy of the detector when dealing with a
large amount of information.

The main focus of above mentioned techniques
is to control the communication across the
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computer network. The suitable intrusion
detection using transferred data packet
frequency cannot be ensured because of the
reliability in the previous data mining methods.
Following that, a technique called HMMs is
applied to the real world entities due to the long
computation time the neural network consumes.
Some of methods can be applied to particular
type of DDoS attacks i.e., thus, the methods offer
limited usefulness and effectiveness.
Accordingly, the existing system also has a
number of restricted methods. Thus, these
limitations could be overcome by applying our
proposed new IDS approach.

Later, the honeypot system also plays a vital role
in the DDoS attacks avoidance area. A lot of
researchers investigated honey pot system,
thereby managing the attacker’s agents. Some of
the research work is highlighted here. In
“Detecting Targeted Attacks using Shadow
Honeypot” [18,19], the proposed solution by the
author involves some of the components such as
filtering component, anomaly detection sensors
and a shadow honeypot. A shadow honey spot
also defends the software and protects the actual
application. The main feature of this technique is
that the original source code is integrated with a
particular shadow honeypot method. A shadow
honeypot makes it easy to detect the different
kinds of attacks. The system calls the shadow
instance or regular applications based on the
anomaly detection sensors.

The session routing mechanism is based on
Honeypot [20]. Here the method gives the
legitimate server which can monitor the entire
process at a high level based on the honeypot
right from the inception of the session. This
method depends on active unknown session
monitoring and it can be performed only at
remote login type setup system. On-demand
honeypot invocation involves the equivalent load
of DDoS attack and monitoring the process [21].
On the other hand, it is devised to work at
Internet Service Provider (ISP) layer. Besides,
routing protocols and a novel approach to
observe the protection of routing protocols was
introduced [22]. This method can monitor attacks
for direction finding protocols and come close to
a proposed approach similar to the above
mentioned method [23] based on data mining.
The honeypot data analysis technique comes
through data mining techniques for honeypot
data analysis methods. Decoy Port [24] involves
redirecting hackers to honeypot. In every

computer, the decoy part is created by honeypot
from redirected traffic. The author has
independent means to detect the probability of
attacker attacking the valid ports. IDS software
routers are deployed for secure network
environment. Honeypot system surrenders the
network’s system. A secure network is not
suitable for deploying the process because the
original system is being hacked by the attacker.
Thus, we have proposed a new honeypot system
method to overcome these issues.

3. ODAIDS-HPS SYSTEM

DDoS attacks are classified into three categories:
Volume based attacks which include ICMP floods
and spoofed packet floods. Second, the protocol
attacks where resource of the actual server is
consumed by the attack. It primarily includes ping
of death, STN floods, surf DDoS, and fragmented
packet attacks. Third, the Zero-day DDoS attack,
its goal is slow crashing of the web server.

The DDoS attacks can be prevented by using our
proposed ODAIDS-HPS framework. Fig. 2 shows
our proposed network system structure where
there are three important components which are
deployed in handling the DDoS attacks, such as
Ouitlier Detection based IDS, Attack classifier and
Honeypot System. The Original servers can be
accessed by an authorized user by using send
valid information via ODA based IDS. The
original servers can be flooded by the attacker’s
agents, thus the agent may be a system or a
software application. The original server’s
resources are occupied by these agents with
help malicious information.

3.1 Outlier Detection Based IDS

A new outlier detection method shown in Fig. 3 is
used by our proposed Intrusion Detection
System and also the proposed method detects
the intrusion attack from the computer network.
The proposed IDS requires a set of purely
normal data to train the model. The Internet
Service Providers (ISP) provide the normal data-
sets to this method generated by set policies.
Before observance the patterns are treated as
anomalies by this method. From the rest of the
data outlier is considered as data point which is
very different and the measurement is taken with
some parameters that are computer based. By
these data sets the outlier scheme works
efficiently and deals with anomaly detection.

503



Selvaraj et al.;

Attacker

Response with
Irrelevant Data

—l

l

Honevpot Server (Store Attacker Profile)

Internet

\

")
a]-') Response with

— &

\

Attacks Classifier System

BJAST, 5(5): 500-509, 2015; Article no.BJAST.2015.048

'Y

Intrusion Detection System
(Outlier Detection Approach)

Original Data

Original Servers

Fig. 2. Proposed network architecture

Consider a Data Packet (P) that includes a
number of attributes (44,4, ... A,). Also, the data
packet P is classified into two types, such as
trained data packet ¥, and test data packet @p.
The outlier value of test data packet @, can be
computed as following formula

o) = JCr) (2

The proposed work measurement is based on
the distance of the k™ nearest neighbor from the
point O. Let us assume a given k and a point O,
D" (O) denotes the distance from the point O to
its k™ nearest neighbor. So that, the distance D"
(O) is the measure of the outlierness of the
example O. The points with larger values Dk(O)
have more sparse neighborhoods and represent
stronger outliers and points belonging to dense
clusters have lower values for D(O). The User
will show interest in top n outliers this method
defines an outlier as follows: Given a k and an n,
a point O is an outlier if the distance to its k™
nearest neighbor is smaller than the
corresponding values for no more than (n-1)

other points. The top n outliers with the maximum
D" (O) values are considered as outliers. So that
the previous steps modify to the proposed outlier
detection scheme when k = 1. An “outlier
threshold” will be used as a result to determine
whether the point is an outlier or not. 2% is set as
the threshold to the training data. To compute the
threshold, for all data points from training data
(e.g. “normal behavior” data) distances to their
nearest neighbors are computed and then
sorted. Outlier is detected by the threshold
distance of the data points to their nearest
neighbors.

3.2 Attacks Classifier

The proposed system is a most important
component to find the type of attack shown in
Fig. 4. To categorize the DDoS attacks the outlier
should compute the values and data set features
of the received network packets using the
proposed IDS. The IDS identify the received
network packets as an anomaly or normal by
using the computed outlier values. The features
of network traffic is “percentage of connections
having same destination host and same service”
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and packet level features such as the “source are more significant feature to detect the DDoS
bytes” and “percentage of packets with errors” attacks.

Intrusion Detection

Trainee Model Network Information
(Normal Data) (Test Data)

Measure Qutlier of
Data Packet (P)

If Qutlier 1s

oreater
threshold

Generate false alarm

Fig. 3. Outlier detection approach based IDS

Types of Attacks
U'DP Flood
| Dataset Features N Ping Flood |
. Classifier >
Outlier values
SYN Flood

Fig. 4. Classification of Attacks
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3.3 Honeypot System

This system is defined as a “decoy” system
which will not harden the operating system or
make the resource easy to access. The decoy
system should be loaded with numerous fake
files, directories, and other pieces of information
that may look real. A honeypot should convince
the hacker that he has gained access to
important information and appear to be a
legitimate machine with legitimate files. It will
then trap the intruders so that real data that are
vulnerable can be accessed.

The proposed work will solve the problem by
using honey spot with IDS. It is not used for
directing or routing traffic but to compromise.
Data capture and analysis are used to reduce the
production traffic. The proposed honeypot
captures unauthorized activity used for hacking
purposes. This system reduces traffic production
and false negatives. Due to limited production
activity the honeypot reduces false negatives and
captures whatever enters and leaves the
network. It captures any activity that is suspect or
can be listed as unknown activity, even where
the IDS and the system fail to detect such
activity. It can review all the captured activity and
identify the attack and respond to the attack with
irrelevant data. The planning and mitigation
information of response to the DDoS attacks is
briefly explained in [25].

4. RESULTS AND DISCUSSION

The outlier detection method tends to calculate
the outlier values of the traffic in the given time
interval. When a DDoS flooding based attack
occurs the outlier detection method will utilize the
IP packet features that include set of attributes
and features, the same size IP packets are used
in defiance of the victim’s response. Network
traffic will occur due to typical packet size,
respect to requests and responses, data overflow
and acknowledgments. The more concentrated
size distribution of observed IP packets have the
small entropy value and the more dispersed size
distribution of IP packets have the big entropy
value. This method will give access to the
legitimate users and the source IP address to
prevent attacks from zombies. By calculating the
entropy with outlier values, the source IP address
can be changed and decide where the ftraffic
occurs and to discard.

Once the IDS system detects the IP address is a
malicious address, it forwards the IP packet

information to attacks classifier. Then, the
classifier categorizes the received packets under
particular categories of attacks based on packet
feature and outlier values. These are then
forwarded to the proposed new honeypot
system. The honeypot system stores the results
into database then responds to the malicious
user with false or misleading information.
Moreover, the existing honeypot systems [14-17]
do not guarantee better results rather than our
proposed system. The results proposed through
our method are shown below.

The Table 1 shows the set features that are
utilized by proposed IDS to DDoS in the gathered
network information. These features play an
important role in the identification of the attackers
in the secure network communication. If any
changes occur in these features, the distance of
data sets and outlier value will be affected.

Table 1. Set of features used by proposed IDS

S.no Feature S. no Feature

1 Duration 15 Logged in

2 Protocol type 16 Number of

compromised

3 Service 17 Is host login

4 Flag 18 Is guest login

5 Source bytes 19 Send error rate

6 Destination 20 Service send
bytes error rate

7 Number 21 Received error
failed logins rate

8 Service 22 Same service
received rate
error rate

9 Different 23 Service different

host rate
Destination host

service rate
10 Destination 24

host count service count
11 Destination 25 Destination host
host same different service

rate
Destination host

service rate
12 Destination 26

host same service different
source port host rate
rate

13 Destination 27 Destination host
host send service send
error rate error rate

14 Destination 28
host received
error rate

Destination host
service received
error rate

Table 2 shows the fragmented details about the
trained normal dataset model. The datasets are
collected from various network communication
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levels with various internet service provider’s
policy because each internet service provider's
policy can differ from that of others.

Table 3. Fragmentation of information
received from various user

ID Duration Flag Source Destination
Table 2. Fragmentation of trained normal data byte byte
set model 1. 10 SF 491 0
2. 22 334 0 0
ID Duration Flag Source Destination 3. 56 146 0 0
byte byte 4. 78 199 420 0
1 81 18 522 0 5. 66 28 0 0
2 12 61 0 0 6. 98 233 616 0
3 22 61 0 0 7. 569 147 105 0
4 65 184 520 0 8. 45 RSTR 0 0
5 45 47 0 0 9. 87 255 861 0
6 66 28 522 0 1035 1 0 0
7 78 132 18 0
8 45 134 0 0 Table 4. Distance and outlier value of tested
9 74 58 89 0 data
10 35 1 50 0
ID Distance Outlier value
Table 3 shows the partial information about the 1. 2.4 5
network information which is received from 2. 4.5 8
various users. The network information can differ 3. 3.5 7
from user to user because of each user using 4 5.5 10
various internet service providers. 5. 2.3 4
6. 1.1 2
Table 4 shows the distance and outlier values /- 2.6 3
which is computed by our proposed outlier 8. 4.1 4
detection approach. It shows the outlier values ?0 gg g

may increase if the distance between the normal
and tested dataset increases.

Table 5 shows the total resource accessing the
deployed web server. It shows maximum number
of attackers compromised only when the
deployed honeypot system is not in the original
server. The honeypot system response to the
compromised user with various levels of lied

Fig. 5 shows the DDoS attacks analysis over a
period of a month. This graph shows the
comparison between numbers of attacks
identified every day on home network to the
number of attacks actually redirected by our
approach. The graph shows that almost 80% of
the attacks happened as predicted beforehand.

mformgtlon 's  determined based on their An efficient method of outlier detection approach
behaviors. . R .
is shown in Fig 6. This approach successfully
completed the task and network attacks are
redirected with almost 80% with a standard
deviation of 8.379%.
N — A A
PR /N /N /S NS N PaX
L 4 \ _/~/ N 7 AN SN SN
Ll VN ’ SN \/

—4#— Number of attacks detected

Time Intervel (Days)

Number of attacks redirected to hoenypot system

Fig. 5. Total attacks detected Vs actual attacks redirected to honeypot system
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Fig. 6. % attacks detected and redirected by proposed framework

Table 5. Honeypot compromised users with
various time intervals

ID Total web Compromised Allowed
server access user user

1. 5000 2333 2667

2. 6600 2300 4300

3. 8000 3000 5000

4. 20000 4500 15500

5. 25000 5000 20000

5. CONCLUSION

An intrusion detection as well as response to
DDoS attacks against the inter-connected
computer systems is the general aim of network
security. Thus, the generated data from the
network traffic monitoring includes very high
dimensionality, volume and heterogeneity. These
parameters and general mining algorithms are
not suitable during the occurrence of more than
one low frequency network attacks. Additionally,
cyber-attacks can be generated from various
type of locations and also aim at various target
machine. Thus, a method is needed to
investigate those kinds of network data. Our
ODAIDS approach identified those types of
intrusions effectively following which the intrusion
details are forwarded to the proposed attacks
classifier system. The attacks classifier system
identifies the types of attacks efficiently using
dataset features and outlier values. Then the
classified results are forwarded to our proposed
honeypot system that handles the attacks in an
efficient way. In future, we hope to design a
complete intrusion detection system that must
detect and nullify all attacks against all computer
threats. However, our proposed system detects
almost all computer threats compared to less
efficient intrusion detection system.
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